1.

Foleon Data Processing Agreement

Applicability

1.1.

1.2.

This Data Processing Agreement (“DPA”) supplements the Master Services Agreement or
any other agreement (the “MSA”) entered into by Foleon B.V. (“Foleon” or “Processor”)
and the Customer (the “Controller” or “you”), as such may be amended by the Parties from
time to time pursuant to the terms thereof. Foleon’s performances of the Services, including
the editing and publishing of magazines and/or using forms (the “Services”), may constitute
the processing of personal data (“Personal Data”) within the meaning of Article 4.2 of the
General Data Protection Regulation (“GDPR”). Such processing of Personal Data shall be
governed by the GDPR, the Dutch GDPR Implementation Act (‘Uitvoeringswet AVG’) and
other applicable national implementation laws relating to the GDPR (together with the
applicable data privacy laws are hereinafter referred to as the "Data Privacy Laws") and the
terms of this DPA.

The terms of this DPA are incorporated in the MSA by reference and shall form an integral
part thereof. Capitalized terms not defined herein shall have the meaning assigned to them in
the MSA. This DPA applies only to the Processor's processing of Personal Data for the

nature, purposes and duration set forth in Appendix I.

Scope and Purposes

2.1.

2.2.

2.3.

2.4.

Foleon undertakes to process personal data on your instructions subject to the provisions of
this DPA. For the purposes of this DPA, the Controller is the Party responsible for

determining the purposes of processing Customer Data.

Given the nature of the Services, the Processor will not have any insight into the nature and
type of Personal Data processed by the Processor for purposes of performing the Services or

the categories of data subjects from whom they originate.

The Controller instructs Processor to process, retain, use or disclose Personal Data solely for
the specific business purposes and Services set forth in Appendix 1 or for such other
business purposes as permitted by the Data Privacy Laws or as may be agreed by the Parties
from time to time. The Controller shall only disclose Personal Data to the Processor for the

limited and specified business purposes set forth in Appendix I.
The ownership of the Personal Data shall be as set forth in Section 6 of the MSA.

General Obligations

3.1.

The Processor will be responsible only for the processing of the Personal Data subject to
this DPA, in accordance with the instructions of the Controller and subject to the express

ultimate responsibility of the Controller. The Processor shall be prohibited from selling or



3.2.

3.3.

3.4.

sharing Personal Data it receives from, or on behalf of, the Controller except to

sub-processors or subcontractors as set forth in Section 5 of this DPA.

In no event will the Processor be responsible or liable for any other processing of Personal
Data other than those in relation to the Services and in accordance with the terms of this
DPA. Without limiting the foregoing, the Processor shall not be responsible or liable for the
collection or processing of the Personal Data by the Controller, processing for any purposes
other than those communicated by the Controller to the Processor under the MSA,

processing by any third parties and/or for any other purposes.

In addition to the Controller's representations and warranties with respect to the Customer
Data as set forth in Section 5 of the MSA and the Controller's indemnification obligations
related thereto as set forth in Section 16 of the MSA, the Controller hereby represents and
warrants that the retention, collection, use, disclosure of Personal Data and the Controller's
instructions for processing of the Personal Data do not violate any Data Privacy Laws. The
Controller hereby indemnifies, defends, and holds the Processor, its affiliates, their
respective directors, officers, employees and agents from and against any third-party claims
and liabilities (including penalties, courses of actions and claims from government
authorities) to the extent resulting from the Controller's breach of such representations and

warranties.
The Controller shall inform the Processor of any consumer request made pursuant to the
applicable Data Privacy Laws that the Processor must comply with, and provide the

information necessary for the Processor to comply with the request.

Processor Obligations

4.1.

4.2.

In respect of the processing referred to in article 2, the Processor will ensure compliance
with the applicable laws and regulations, in particular the GDPR.

To the extent commercially reasonable, the Processor will lend its assistance to the
Controller for purposes of implementation of a Data Protection Impact Assessment
(“DPIA”) within the meaning of Article 35 GDPR.

Engaging Sub-processors or Subcontractors

5.1.

5.2.

For purposes of this DPA, the Processor may engage sub-processors or subcontractors, to
process the Personal Data and use commercially reasonable efforts to enter into a contract
with such sub-processors or subcontractors that complies with the applicable Data Privacy

Laws and the terms of this DPA.

Appendix 1 contains a list of sub-processors approved by the Controller. If the Processor
wishes to use other sub-processors, the Processor will notify the Controller by email prior to
the assignment of the sub-processors and take measures to ensure the same data protection

obligations as set out in this DPA shall be imposed on such new sub-processors. If the



5.3.

5.4.

Controller objects to the assignment by the Processor of any new sub-processors(s) not
listed in Appendix 1, the Controller will inform the Processor of this in writing or by e-mail
within 2 weeks after it has been notified by the Controller, in which case either the Processor
or the Controller may terminate the MSA effective as of the date on which the sub-processor
will commence its work for the Processor, without any obligation of the Processor to the
Controller to compensate costs or damages. Nothing in this DPA shall restrict the Parties'
termination rights under Section 12 of the MSA.

The Processor will ensure that such third parties undertake at least the same obligations as

agreed between the Controller and the Processor.

The Processor warrants proper compliance with the obligations under this DPA by any such
third parties and, in the event of errors by such third parties, will be liable for all damage as
if it had committed such error or errors itself, the Processor's liability being limited to that
provided for in article 12 of this DPA.

Security

6.1.

6.2.

The Processor will take the appropriate technical and organisational measures, as described
in Appendix 2, to protect the Personal Data against loss or any form of unlawful processing
(such as unauthorised access, impairment, destruction, use, modification or disclosure of the
Personal Data).

The Parties hereby acknowledge and agree that the security measures referred to in Article
6.1, are deemed appropriate technical and organisational measures to ensure a level of
security appropriate to the risk. The Processor does not guarantee that the security is

effective under all circumstances.

Notification of Security Incident of Data Breach

7.1.

7.2.

In order to enable the Controller to perform its obligations under Articles 33 and 34 GDPR,
the Processor will notify the Controller of any security incident or any data breach without
undue delay upon discovery. A security incident will be understood as any breach of
security within the meaning of article 6 of this DPA. A data breach will be understood as

any Personal Data breach within the meaning of Article 4.12 GDPR.

The Controller will be responsible for notification of the supervisory authority and/or any
data subjects in the event of any data breach within the meaning of Articles 33 and 34
GDPR.

7.3.The notification by the Processor as referred to in article 7.1 will in any event include, to
the extent applicable:

- the nature of the Personal Data breach, where possible stating the categories of
data subjects and Personal Data involved and an estimate of the number of data subjects
and Personal Data records involved;



7.4.

- the name and contact details of the data protection officer or another contact for
more information;

- the likely consequences of the Personal Data breach;

- the measures proposed or taken by the Processor in order to address the
Personal Data breach, including, if the situation arises, the measures to mitigate any
adverse effects thereof.

The Processor will document any data breaches in accordance with Article 33.5 GDPR
comprising the facts relating to the Personal Data breach, its effects and the remedial action

taken. The Processor will give the Controller access to such documentation upon reasonable

request.

Handling requests from data subjects

8.1.

8.2.

In the event that a data subject submits a request to exercise their statutory rights (within the
meaning of Articles 15 to 22 inclusive of the GDPR), the Controller must inform the
Processor of any such request made pursuant to the Data Privacy Laws. If the data subject
submits a request to the Processor, the Processor shall notify the Controller about such
request and coordinate the response with the Controller to the extent such coordination or
disclosure of the request is permissible under the applicable Data Privacy Law. If required
by the applicable Data Privacy Law, the Processor may handle the request from the data

subject itself subject to any conditions set forth in the applicable Data Privacy Law.

To the extent permissible under the applicable Data Privacy Law, the Processor may directly
pass on to the Controller any costs or all costs incurred by the Processor because of the
Processor's handling of the data subject's request or request a reimbursement of advanced
costs from the Controller. Controller agrees to pay to the Processor such costs promptly

upon receipt of Processor's request for payment.

Monitoring compliance with security requirements

9.1.

9.2.

The Controller will have the right to instruct a qualified and independent third party, subject
to a confidentiality obligation, to conduct audits in respect of the Processor's compliance
with this DPA.

Such audits may be conducted at the request of the Controller once per twelve (12) months
during the term of the MSA, as well as in the event the Controller has reason to believe
(with adequate written documentation) that the Processor has breached the terms of this
DPA. An audit will be conducted only with reasonable advance notice to the Processor in
writing and after agreeing on an appointment with the Processor. In the written notice, the
Controller shall determine the desired scope of the audit in as concrete terms as possible, as

the Processor must determine in advance whether the audit may disrupt any systems or



10.

11.

9.3.

94.

9.5.

services. The Processor shall only be required to agree to the requested scope of the audit to

the extent the audit is necessary to review the Processor's compliance with this DPA.

To the extent commercially reasonable to the Processor, the Processor will cooperate in
good faith with the audit and provide all such information, including supporting data, such
as system logs, and resources, as may be reasonably relevant to the audit as soon as
possible.

If the audit's findings allege a material breach of this DPA by the Processor, the Processor
may dispute such claim of material breach by engaging an independent, qualified third party
to conduct a second audit. In the event the Processor does not dispute the material breach, or
the second audit reveals a material breach of this DPA by the Processor, the Processor shall,
within a reasonable time and as permissible under the applicable Data Privacy Law, cure

such material breach within a reasonable time at the Processor's sole expense.

The costs of the audit will be paid by the Controller, unless (i) such audit reveals that the
Processor is in material breach of the obligations under this DPA (as determined pursuant to
Section 9.4 and (ii) the Processor has not disputed such material breach or (iii) failed to cure
such material breach within a reasonable time after the Processor was notified by the

Controller about such material breach.

Confidentiality
10.1. All Personal Data received by the Processor from the Controller and/or collected by the

Processor itself for purposes of this DPA must be kept confidential vis-a-vis third parties.
The Processor's confidentiality obligations (including the applicable exemptions) under
Section 13 of the MSA shall apply to all Personal Data processed by the Processor under
this MSA.

10.2. Without limiting the exemptions under Section 13.2 of the MSA, the following shall be

exempt from the Processor's confidentiality obligations under the MSA or this DPA: (i)
Personal Data for which the Controller has granted the Processor's express consent for its
disclosure to third parties, (ii) the disclosure of the Personal Data to third parties to the
extent necessary (as determined by the Processor) given the nature of the Controller's
instruction given to the Processor, and/or (iii) disclosure or processing of Personal Data
necessary for the Processor's performance of the Services or its other obligations under the
MSA or this DPA.

Term and termination
11.1. This DPA will continue in effect for the term of the MSA and, in the absence thereof, or in

the event that, for any reason whatsoever, the processing should continue after termination
of the MSA, in any event for as long as the Processor processes Personal Data on behalf of
the Controller under the MSA.



12.

13.

14.

15.

16.

11.2. Upon the expiration or termination of the DPA, for any reason and in any manner
whatsoever, the Processor will erase all Personal Data in its possession within such period as
required by the applicable Data Privacy Law, unless storage is required or permissible
pursuant to the applicable Data Privacy Law.

Liability and indemnification

12.1. The provisions limiting the Processor's liability under the MSA (including but not limited to
Sections 18 and 19) shall apply to any liability of the Processor under this DPA.

12.2. The indemnification obligations by the Parties set forth under Section 16 of the MSA
together with the conditions set forth therein shall apply to any third-party claims arising
from the respective Party's breach of this DPA or the applicable Data Privacy Law.

Other Terms of the MSA

13.1. The Parties acknowledge and agree that all other terms of the MSA even if not explicitly
referred to in this DPA shall apply, including but not limited to the terms with respect to
Customer Data (Section 6), Personal Data (Section 7), General Terms (Section 20) and the

Order of Precedence (Section 21).

Transfer of Personal Data

14.1. The Controller hereby agrees that the Processor may process the Personal Data in the United
States and countries within the European Union. In addition, the Processor may also transfer
the Personal Data to a country outside the European Union for purposes of the Processor's
performance of the Services; to the extent such transfer is permitted by the applicable Data

Privacy Law.

Changes to Applicable Data Privacy Laws

15.1. The Parties agree to cooperate in good faith to enter into additional or modified terms to
address any modifications, amendments, or updates to the applicable Data Privacy Laws and
their regulations.

Applicable law and Dispute Resolution
16.1. The laws of the Netherlands will govern the DPA and its performance.

16.2. Any disputes that may arise between the Parties in connection with the DPA will be

submitted exclusively to the court that has jurisdiction pursuant to the MSA.



Appendix 1: Description of Personal Data, data subjects, data processing purposes,

sub-processors and contact details

The nature and purpose of the processing of Personal Data

The nature of the processing for which the processor is involved is:

Data subjects

° Hosting of Foleon Docs prepared and published by the Controller
° Hosting of Forms used by the Controller
The purposes of such processing and the purposes that are reasonably attached to it or that are
stipulated with further permission are:

° Hosting of Foleon Docs prepared and published by the Controller

° Hosting of Forms used by the Controller

[A list of categories of data subjects whose personal data is being processed. ]

Approved sub-processors /subcontractors

Barrow St, Dublin
D04 ESWS5, Ireland

Name Address Location Service type [Notes
Amazon Amazon Web EU Hosting Storing of screenshots (thumbnails
AWS Services EMEA Germany) Provider for [of all customer Foleon Docs),
SARL S3 services  |published documents, uploaded
Johanna customer Content.
Westerdijkplein 1
2521 EN The
Hague,
Netherlands
(Google Google Ireland EU Hosting Processing and storing of input data
Cloud Limited (Netherlands) |provider and [in application services.
Platform Google Building opt-in Al
Gordon House, features Vertex Gemini LLM is available

through this sub-processor as an
opt-in feature which can be opted in
and opted out any time. Once opted
in, it will do processing of
customer-provided input data, model
outputs, usage logs, metadata. No
data will be used for training
purposes.




Amazon Amazon Web Global (Edge [AWS Content Delivery Network (CDN)
AWS Cloud [Services EMEA Network) CloudFront [utilizing transient caching at Edge
Front SARL hosting Locations to optimize content
Johanna provider delivery speed.
Westerdijkplein 1
2521 EN The
Hague,Netherlands
Mandrill The Rocket [United States [Service This is an opt-in sub-processor that
Mailchimp) [Science Group provider for [is inactive by default. By default,
LLC sending submitted data from Foleon Native
405 N Angier Ave. notification |Forms is not included in email
NE Atlanta, GA emails notifications and is not accessed or
30308, USA processed by Mailchimp. The
customer may deactivate a toggle in
the Foleon platform to have
submitted data processed and
delivered by Mailchimp as a
sub-processor. The toggle can be
switched on or off at any time.
DeepL SE Maarweg 165 EU (Sweden) |AI translation |Opt-out is possible on account level.
50825 Cologne service Customer Content is processed for
Germany translation but not stored.
Contact details

Customer as Controller:

Function:

Name:

E-mail address:

Phone number:

Foleon Inc. as Processor:

Function:

Name:

E-mail address:

Data Protection Officer

HelloDPO

hello@hellodpo.com



mailto:hello@hellodpo.com

Appendix 2: Technical and organizational security measures

Foleon is focused on protecting its customers’ data and keeping up with the latest standards and industry
best practices. Foleon may implement equivalent or superior security controls at its discretion, provided
these updates do not reduce the overall level of protection defined in this Appendix 2.

Foleon maintains an Information Security Management System (ISMS) aligned with and certified against
ISO/IEC 27001:2022. We maintain and adhere to internal, written information security policies, including
but not limited to an Information Security Policy, Access Control Policy, Secure Development Policy, and
Incident Response Plan, which are reviewed at least annually or upon significant changes within Foleon.

1. ACCESS CONTROL

a. Preventing Unauthorized Product Access

i. Outsourced Processing: We host our Service using outsourced cloud infrastructure providers

(primarily Google Cloud Platform and AWS). We maintain contractual relationships with these
vendors to provide the Service. Critical vendors are required to maintain ISO/IEC 27001
certification and/or SOC 2 Type II attestation.
ii. Physical and Environmental Security: We do not own or maintain hardware located at the
outsourced infrastructure providers’ data centers. We rely on the physical security controls of our
providers (GCP and AWS), which include multi-zone redundancy. For our internal operations, we
maintain secure remote working policies, and critical documents are stored securely off-site or
within secure cloud environments.

iii. Authentication: Access to the Foleon platform requires authentication. We support Single
Sign-On (SSO) and enforce Multi-Factor Authentication (MFA) for access to critical internal
systems. Foleon has implemented SSO (through Google Workspace) where possible for
applications used internally. This includes access to Foleon platform management interfaces (both
technical and functional).

iv.  Authorization: Customer Data is stored in multi-tenant storage systems. Logical isolation is
enforced via application logic. Customers are not allowed direct access to the underlying
application infrastructure. Authorization is governed by the principle of Least Privilege.

2. PREVENTING UNAUTHORIZED PRODUCT USE

a. Network Security: We utilize industry-standard load balancers and firewalls provided by our
cloud infrastructure partners.

b. Endpoint Security: All company-issued workstations are managed and encrypted (Full Disk
Encryption). We employ industry-standard Endpoint Detection and Response (EDR) tools and
built-in OS security measures to prevent malware execution and restrict unauthorized software
installation. All company-issued workstations are monitored and managed using an MDM solution.
c. Secure Development: Code stored in our repositories is subject to peer review and automated
testing upon change. We adhere to OWASP Top 10 recommendations and utilize automated tools to
scan for vulnerabilities in code and dependencies prior to deployment.

3. LIMITATIONS OF PRIVILEGE AND AUTHORIZATION REQUIREMENTS

a. Privileged Access Management: Access to production environments is restricted to authorized
engineering personnel. Privileged access logs are reviewed periodically by authorized Security
Management or delegated DevOps personnel. Authorization to production environments has SSO
implementation set-up with our Google Workspace environment.

b. Environment Separation: Foleon maintains strict separation between Development, Testing,
Acceptance, and Production environments. Test data is anonymized or synthesized; production data
is not used in non-production environments without explicit consent and data masking.



4. TRANSMISSION CONTROL

a. In-transit: We enforce HTTPS encryption (TLS 1.2 or higher) on all public interfaces and
platform connections. We strive to maintain an A+ score on the Qualys SSLLabs benchmark.

b. At-rest: We utilize encryption for data at rest, including backups, using industry-standard
algorithms (AES-256). Passwords stored within the system are hashed and salted using berypt. Key
management on infrastructure is performed by our hosting provider(s).

5. INCIDENT MANAGEMENT, LOGGING, AND MONITORING

a. Incident Response Plan: We maintain a comprehensive Incident Response Plan (IRP) covering
six phases: Preparation, Identification, Containment, Eradication, Recovery, and Lessons Learned
(Retrospective).

b. Detection and Logging: We log security-relevant events, including authentication attempts and
configuration changes. Logs are stored securely and retained for a minimum of three months.

c. Response: Incidents are classified by severity (PO Critical to P3 Low). Critical incidents (PO)
triggering core service outages are addressed immediately by the Incident Response Team.
Post-incident reviews (post-mortems) are conducted to identify root causes and implement
preventive actions.

6. AVAILABILITY CONTROL

a. Infrastructure Availability: Our infrastructure utilizes regional and zonal redundancy to ensure

high availability.
b. Disaster Recovery: We maintain a Disaster Recovery Plan with the following targeted
objectives:

1. Recovery Time Objective (RTO): 6 hours.

il. Recovery Point Objective (RPO): 2 hours.

c. Backups: We perform daily backups and maintain Point-in-Time Recovery (PITR) capabilities (1
second resolution) for databases. Backups are encrypted and stored redundantly.

7. VULNERABILITY MANAGEMENT PROGRAM

a. Vulnerability Scanning: We employ automated scanning tools to identify vulnerabilities in our
software and infrastructure as part of our continuous integration pipeline.

b. Patching Policy: Vulnerabilities are prioritized based on severity. We aim to address Critical and
Urgent vulnerabilities within commercially reasonable timeframes (typically 7 days) and High
vulnerabilities within 30 days, subject to patch availability and quality assurance testing. All
identified vulnerabilities are assessed on actual risk to the Foleon platform.

c. Penetration Testing: We engage an independent third-party provider to perform penetration
testing on the production environment annually.

8. PERSONNEL MANAGEMENT
a. Training: All employees must complete information security awareness training during
onboarding and annually thereafter. Targeted training is provided for high-risk roles.
b. Background Checks: Employees with access to sensitive client data are required to submit a
Certificate of Conduct (Verklaring Omtrent het Gedrag - VOG) or local equivalent.
c. Confidentiality: All employees and contractors are required to sign confidentiality agreements
and acceptable use policies prior to being granted access to Foleon systems.
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